emote proceedings managed
R by Veritext provide the highest

level of assurance that your
clients’ confidential information is
protected and secure. Our systems
and operations comply with HIPAA
(Health Insurance Portability and
Accountability Act) security
standards as a business associate and
meet federal and state requirements

for handling PIl (Personally
|dentifiable Information).

At Veritext, we take information
security seriously. As part of our
Information Security Policy, Veritext
undertakes a technology audit
annually, regularly performs
operational and systems risk and
vulnerability assessments, performs
annual risk assessments of 3rd party
service and maintains a SOC2 Type 2
certification.

VERITEXT
7 LEGAL SOLUTIONS

VERITEXT’S PLATFORM

Veritext Virtual is built on the Zoom platform and offers a streamlined interface. Veritext Virtual
offers a flexible platform with many user-friendly features and exceptional handling of
demanding presentation and video capture requirements as well as lower or less reliable network
connectivity. The controls for Veritext Virtual include capabilities for waiting rooms, private
breakout rooms and more.

It is a proven, highly effective application which is rigorously managed and secure. The Veritext
standard configuration settings allow for the strongest securities which, as aforementioned, comply
with HIPAA as a business associate and PIl security standards.

SECURITY CONFIGURATION

The fundamental security aspects of the Zoom platform is equivalent with other reputable
commercially available conferencing platforms on the market today. The keys to ensuring
information privacy and confidentiality on any web conferencing platform are:

Effective Identity Appropriate Sound
and Authentication Configuration Support and Usage
Management Management Practices

N

Let’s explore each of those aspects of securely managing these services. . .




IDENTIFICATION AND AUTHENTICATION MANAGEMENT [

he majority of reported cybersecurity exploits on systems are based
on compromises in identity and authentication. Web conferencing
platforms are no exception.

The challenging factor in the web conferencing arena is the tendency to treat
high-security applications such as legal proceedings in the same manner as a
video conference with friends or intra-company business colleagues.

At Veritext, we provide unique user id and self-managed password
credentials to all participants in the remote proceeding. This ensures that
all participants are identified and authenticated at entry.

CONFIGURATION MANAGEMENT

l

s with Authentication Management, all major web conferencing
platforms provide configuration options that, when appropriately

applied, can provide a highly secure environment. Veritext manages

each of its platforms so Vulnerabilities are mitigated by following
configuration management points.

FILE SHARING DISABLED

Veritext configures its remote proceedings to turn off file sharing, which
eliminates the potential for inappropriate or malicious content distribution.
Files to be distributed as part of a legal proceeding are managed by the
authorized host via the exhibit sharing tools provided for that purpose.

PRESENTATION MODE DISABLED FOR NON-HOSTS
Veritext configures its remote proceedings to lock out participants from

presenting content unless explicitly permitted by the host during the
meeting, which eliminates the potential for inappropriate or private content
to be exposed.

ENCRYPTION OF CONTENT

Veritext remote proceedings are always configured to encrypt all content at
the application layer using an Advanced Encryption Standard (AES) 256-bit
algorithm. This mitigates any potential network vulnerability causing
unauthorized data capture on the wire.

PERSONAL CHAT DISABLED
Veritext turns off private chat for our remote proceedings, which eliminates
the potential for inappropriate or illicit back-channel communication.

SUPPORT AND USAGE
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practices applied in usage. Veritext provides the following support to

I nformation security on the most secure platforms is only as good as the
ensure the most secure and effective usage of its platforms.

REPORTER AND VIDEO TECHNICIAN PROTOCOL

All Veritext independent contractor partners agree to follow Veritext’s
stringent information privacy and confidentiality policy. In addition, those
providing their services using our remote platforms are briefed on support
and client usage practices to assist in assuring best practices in conducting a
confidential remote proceeding.

CLIENT AND PARTICIPANT REMOTE PRACTICE GUIDANCE

Veritext provides a Client Practice Guide to assist clients in conducting
proceedings in an effective and secure manner. This mitigates the risk of
inadvertent breach of confidential information due to missteps in utilizing
controls or sharing content. See the practice guide here
https://www.veritext.com/remote-practicequide/.

Key practice considerations outlined are as follows:
Participant Waiting Room Usage: Remote proceedings can be configured
to utilize “waiting rooms” where participants are unable to enter the

conference until explicitly permitted by the host. This provides another
layer, in addition to unique User ID and Password management, of
protection against inappropriate or unauthorized entrants into the
conference. This feature works for both video and telephone-only entrants.

Participant Blacklisting: Hosts are able to lock any participant from the
meeting, and that participant will be unable to enter without explicit
reapproval of the host.

Participant Admonishments: A set of recommended remote proceeding
instructions are provided to ensure appropriate engagement and efficient
communication and capture of the record.

TECHNICAL SUPPORT

Veritext provides pre-event setup support to ensure that all participants
have valid credentials, appropriately supported devices and adequate
connectivity as well as on-call technical support for all remote proceedings.
Optionally, Veritext can serve as host support to provide “eyes and hands”
for the noticing attorney to ensure that all controls and content
presentation are effectively and securely executed.


https://www.veritext.com/remote-practiceguide/

